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Introduction

1 What is Remote Access?
1 Why use Remote Access?

1 How many of you use Remote Access to Campus
resources?

y Goal of todayodos presentat.i
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Statistics

April 2007 Statistics November 2007 Statistics

® Remote Desktop 6584 ® Remote Desktop 7450

® SSH Server2400 B SSH Server2438
®w FTP Servers1499 W FTP Servers1432
B VNC Servers814 B VNC Servers861

W X Servers 241 W X Servers 209




Remote access considerations

Remote access creates vulnerability

Extends University data beyond campus boundaries
Strong user and computer authentication

Data communication encryption
Simple, flexible, and secure




Access type
} Remote access to files

Pros

} Simple to configure and use
} Faster than http

+ FTP client available with most OSs

Cons

}Unsecured plain text authentication & communication

Best practice configuration

}y Donot wuse 1t for private con
} Use SFTP




Remote access options 0 SSH/SFTP

Access type
} Remote access to the system and files

Pros

1 Simple to use

1 Secure (encrypted) authentication and communication
} SSH and SFTP server configuration is the same

cons
} Special client required (included with most *nix systems)
} Some applications donot supp

Best practice configuration
} Allow access only to the users that needed



Remote access options o SSH/SFTP




Remote access options 0 SSH/SFTP

Best practice configuration

1 sshd.confi@ configuration examples
Protocol 2
PermitRootLogimo

AllowedUsersspetresk<userid>
MaxAuthTries3

} Inetd, iptables

} The Auto Blacklist Modulggam__abl

(http://www.hexten.net/assets/pam_abl doc/index.html)

# lusr/local/etcpam_abl.conf

# debug

host_db=/vardb/pam_abhosts.db
host_purge=2d

host_rule=*:10/1h,30/1d
user_db=/vardb/pam_ablusers.db
user_purgeld
user_rule=!spetresi!<user>/sshd:5/10m,30/1d



Remote access options 0 SSH/SFTP

University Resources
} H:drived Personal file space, Departmental Drive, DFS

Caonnect to Remote Hos

Host: sftp.iowa.uiowa.edu

AvailabléApplications
1 SSHSecureShell
+ WS_FTP Pro
1} OpenSSH
1 Windows SFTRerver
+ CopSSH
1 SSHiectia



Remote access options 9o MyFiles

; Access type
} Remote access t oledlusttres st or e
. Pros
} Accessible through a web browser
1 Simple to upload and download files
} Secure (encrypted) authentication and communication
} Hawk ID authentication
; Cons
1 Not accessible through applications
. Access
}  https://myfiles.uiowa.edu/

; Demo



https://myfiles.uiowa.edu/

Remote access options o WebDAV SSL

Access type
} Remote access to files

Pros

} Simple to use

} Secure (encrypted) authentication and communication

} Many webedit applications support the protocol

Cons

} Web server addon for WebDAV support

+  Default configuration withougSL

yVista default configuration

Best practice configuration



Remote access options 0 VNC

; Access type
} Remote access to the desktop

; Pros
+ Full access to desktop applications and files
}  Freeware server/client applications available
}  Crossplatform support
; Cons
} Special client required for access
}  Easy tomisconfigure
1 Not all VNC applications support encrypted communication
; Best practice configuration
+ Allow access only to specific hosts
} Use an application that supports encrypted communication




Remote access options 0 VNC

Best practice configuration
} Always use a strong password
} If encryption is not supported,

WO VNC Server Properties (User-Mode)

Sharing | Desktop | Capture Method I Legacy
Authentication Connections | Inputs

use SSH tunneling I =
Available applications ot eI L
} RealVNC(http://www.realvnc.ory :Ee:-;_l rom e e machir:dd
} UltraVNC (http://www.uvnc.com —
1 Vine Server Mac OS X Move Up

ke Diown

}  Many other flavors of VNC
Demo

E dit

K [ Concel J[ ooy |



http://www.realvnc.org/
http://www.uvnc.com/

Remote access options 9o X Server

Access type
Remote access torfix systems

Pros
Full access to desktop applications and file

Cons
Special server/client required
Easy tamis-configure
Communication is not encrypted

Best practice configuration
Allow access only to specific hostdpst)
SSH tunnel your connection




Remote access options o Remote Desktop

; Access type
} Remote access to Windows host desktop

+ Pros
+ Full access to desktop applications and files
} Secure file transfer between client and remote host
} Part of the Windows XP/2003/Vista Operating System
} Encrypted authentication and communication

} Cons & Remote Desktop Connaction
' ' Remote Desktop
1 Easy tamis-configure Q- Remot=EE

1 Manin-the-middle attacks

== Liowa.edu

| Comnect || Cancel || Help || Options>> |




Remote access options o Remote Desktop

Best practice configuration

} Allow access only to specific hosts

} Allow only specific users to have access

1 Install SSL Certificate on MS Terminal Server

Eil=  Action Wew Help

- | BB Xe B @

., Terminal Services Canfiguration Connec! tion | Transport I Tvpe |
. . . . : C i - i
To specify the set of computers for which this port or program is unblocked, dick an g Sorvor Sottings SPROP-Tp - kep Microsoft RDP 5.2
option below.
. . . Remate Cantrol I Client Settings I Metwork Adapter I Permissions I
To spedfy a custom list, type a list of IP addresses, subnets, or both, separated by General Logon Seftings | Sessions Eriroro X
Commas.
Type: kicrosoft ROF 5.2
_ Transport: tep
) Any computer (induding those on the Internet) Comment: I
— Security
|_| My network (subnet) anly Security layer: RDP Security Layer =1
Communication between the server and the client will use native

RDF encryption.

@) Custom list:
Encryption lesvel: IEIlent Compatible ;I
All data zent between the client and the server is pratected by
encryption based on the maximum key strength supported by the
client.

128.255.0.0/255.255.0.0|

Example: 192.168.114.201,192,168. 114.201/255, 255.255.0,
Certificate: |< nore: Edit... |

3ffe:ffff:8311:f282: 1460: 5260:c9b 1: fdat —
More information....
I Use standard ‘Windows logon interface
(u] I Cancel Lpply |

i Ok ] [ Cancel




Remote access options 9 VirtualDesktop

; Access type
} Remote access to published applications

; Pros
+ Accessible through aWeb browser
} Encrypted authentication and communication
} Secure access to H: drive, and flexible file transfer

; Cons
+ Thin client installation or Java required
} Only certain application available

1 University Resources

} https://virtualdesktop.uiowa.edu/
} https://desktop.healthcare.uiowa.edu/



https://virtualdesktop.uiowa.edu/
https://desktop.healthcare.uiowa.edu/
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Remote access options 0O VirtualDesktop
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Recommendations

Use a strong password

Limit the range of hosts that can connect
Use a server/client that supports encryption
Keep your solution simple

UseVirtualDesktop



Q&A



Thank Youl!



